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Compliance Manual
For Banks Working In Saudi Arabia

Introduction

Compliance with laws, rules and regulations is
one of the most important factors for the success of
financial institutions. Compliance protects the
reputation and credibility of financial institutions;
protects shareholders and depositors, and provides
safeguards to institutions against legal sanctions.
Compliance is a comprehensive and multi-aspect
responsibility involving all parties in the financial
institution. It starts with the board of directors and
senior management and ends with all employees,
each according to the powers and tasks entrusted to
him.

To this end, the Basel Committee on Banking
Supervision adopted and issued a paper in April 2005
on Compliance and Compliance Function in Banks,
prepared by the Task Force on Accounting Issues of
the Basel Committee on Banking Supervision which
has been entrusted with the development of this
paper. SAMA participated as a member in this Task
Force. The paper is designed in the form of ten key
principles for Compliance. The first principle sets the
Compliance responsibilities of the board of directors.
The second, third and fourth principles set the
responsibilities of Compliance of the senior
management. The fifth principle defines the controls
of the independence of the compliance function at
banks. The sixth principle emphasizes the need to
support Compliance Department with all matters that
would enable it to perform its tasks. The seventh
principle sets the responsibilities and tasks of the
Compliance Department and its work program. The
eighth principle defines the relationship of the
Department with the Internal Audit Department. The
ninth principle describes the requirements for cross-
border activities. The tenth and final principle sets the
responsibilities of the board of directors and
executive management in case of seeking the
assistance of advisory entities outside the bank to
implement and carry out services regarding
compliance.
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SAMA has instructed banks operating in the
Kingdom as per circular BCS/242 dated May 25,
2005 to implement the recommended principles
stated above and required them to incorporate these
principles in their procedures on Compliance risk
which banks had previously applied and developed as
previously requested by SAMA. SAMA has also
requested banks under Circular No. 35372/BCS/584
dated 21/10/2006 to conduct a self-assessment on the
application of these principles.

In pursuance of Paragraph (D) of Article 3 of
SAMA's Charter issued via Royal Decree No0.23
dated 23/5/1377 H which entrusts SAMA to
supervise and regulate commercial banks and money-
changers, and to set relevant rules whenever deemed

necessary; and

Paragraph (3) of Article 16 of the Banking
Control Law issued via Royal Decree No. M/5 dated
22/2/1386 H,

In accordance with the powers given by Decision
No0.3/2149 dated 14/10/1406 H. of His Excellency the
Minister of Finance concerning the implementation
of the provisions of the Banking Control Law,

Based on the provisions of articles 4, 6 and 10 of
the  Anti-Money Laundering Law and its
Implementing Regulations;

And in pursuance of its practice in banking
supervision and control;

And its role in issuing rules and guidance manuals to
further support achieving the objectives of
establishing Compliance Departments at banks,
SAMA has prepared this Compliance Manual on the
basis of Basel principles for banks operating in the
Kingdom of Saudi Arabia in conformity with the
norms and procedures of local business environment
to improve their level and effectiveness of
compliance. The Compliance Manual includes three
chapters and two appendices, each touching on
different aspect of Compliance Supervision. Each
bank is required to select suitable methods and
procedures to achieve the desired objectives and
goals of the Manual which is a minimum standard.
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CHAPTER 1 - CONCEPTS
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1. The Concept of

(Department)

It is an independent function that identifies,
assesses and provides advice, monitors and reports on
risks of a bank’s non-compliance related to its
exposure to legal and administrative penalties,
financial loss, or what may undermine the bank's
reputation due to its failure to abide by the
regulations and controls or sound standards of
conduct and professional practice. This function shall
be applied by Compliance Departments.

Compliance Function
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2. _The Importance of Compliance Function
(Department)
The compliance function in banks is one of the
fundamentals and factors for their success due to the
essential role it plays in maintaining their reputation,
credibility, the interests of shareholders and
depositors, and protecting them from penalties as a
result of performing or participating in the following:
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2-1 Prevention of risks, especially systematic,
reputation and financial penalties risks. Al clgaal) Hlalaag daand) Hhalias
2-2 Consolidate relations with regulatory entities. =1 . ,
. N . AulEyl ¢ | Mladl ndagi Y-Y
2-3 Establish the principles of corporate governance SOl cleall o 18 ==
in banking institutions. A padl Gluwsall (8 dalud) 30 mei tsale e byl F=Y
2-4 Establish mechanisms and frameworks 10| .., ahall Agalse Ji5 A B oL slay -
ensure prevention of crimes, in particular, its ) F .
responsibility for combating money-laundering | J—s<is Jls—e¥) Jue Slolee 4288 o Leilsiane
and terrorism financing operations. Lyl
2-5 Safeguard professional values and practices in . o ) .
the banking business. sgiradl deall (8 digall Dljlaally pill e dadladll 0¥
3- Core Values Aplud) 2l ¥

Standards of trust and integrity occupy an ideal
rank in the relationship between a bank and its
customers. Trust and integrity are the most important
pillars on which the bank builds its reputation with its
clients and entities with which it deals. Protecting
that reputation in every activity must always be a
dominant feature in the minds of the bank's
management and employees. Therefore, it is
important for banks to hold themselves to high
standards when carrying on business and to act at all
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times both to the letter and the spirit of the laws and
regulations that govern their business.
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4.Banking and Compliance
A successful banking industry is one of the

fundamental pillars of the economy in all countries.
The Kingdom of Saudi Arabia is no exception to this
rule. To be well-run, the banking industry must
operate within a robust operating framework of laws,
regulations, policies and rules. For a bank
management, the ideal application of this framework
depends on good performance of business and quality
control. Therefore good compliance is good business.
Dealing with compliance requirements should be
among the basic skills that should be available with
every management and should be given the attention
it deserves.
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5.Management & Compliance

Compliance starts at the top levels of the bank.
Good compliance will be most effective when the
bank’s board of directors and senior management set
good example in business and compliance. Good
compliance requires constant emphasis by senior
management that a culture based on high standards of
honesty and integrity needs to prevail in the bank. It
should be observed that Compliance is not only
confined to the compliance department's employees
but it is the responsibility of every individual
employee in the bank and must be an integral part of
the bank’s business and operational activities. Failure
to consider the impact of the bank’s actions on its
shareholders, customers, employees and its
background in the markets may result in significant
adverse implications on the bank’s reputation and
may cause it considerable damage, even if no law has
been violated.
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6.Compliance Risks

The expression “compliance risks” is defined as
risks leading to statutory, legal sanctions, material
financial loss, or damage to reputation a bank may
suffer as a result of its failure to comply with all
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applicable laws, regulations, rules, circulars,
instructions and codes of conduct applicable to its
banking activities (as a whole, representing
“compliance risks”).
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7.Compliance Principles

Compliance must be an integral part of the culture of
the organization. The bank will be able to manage its
compliance risk more effectively if it has a
compliance culture in place that is consistent with the
“Compliance Principles” set out in this manual, as a
minimum.. SAMA expects that these Compliance
Principles will occupy an elevated place in every
bank’s compliance culture.
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8.Compliance’s Role

The expression “Compliance’s role” means a
description of each of the bank’s staff with whom the
responsibility of compliance rests. Responsibilities of
compliance are the most important necessities for the
success of the organization to the extent that
compliance can not be left to a specific category of
specialists and all staff must shoulder its responsibility.
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9.Compliance Rules
The compliance rules applicable to banks in

Saudi Arabia shall, for instance, include, but are not

limited to, the following:

9-1 Laws , regulations and relevant circulars related
to the banking sector, such as: the Banking
Control Law and Rules for its Enforcement,
Anti-Money  Laundering Law and its
Implementing Regulations, Currency Law, Anti-
Forgery Law, Guidelines and Instructions related
to bank operations, financial returns, circulars
related to safety and security, Anti-Money
Laundering Rules Manual, SAMA Rules
Governing The Opening of Bank Accounts and
General Rules for their Operation, Anti-Fraud
and Financial Embezzlement Law, Internal
Control ~ Guidance  Manual,  Accounting
Standards for Commercial Banks, Audit
Committee Regulating Rules Manual and its
Guidance Manual for Regulating Audit
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Committees, and Manual of Operational Risk
through an appropriate insurance system, the
Guide of Secure online Banking Services,
Requirements for Appointment in Senior
Positions, Requirements for Regulating Money
laundering Units, Controls for Addressing
Complaints, Controls Regulating Consumer
Finance, Currency Reproduction Controls in
Saudi Arabia, the Bank Services Charges, Credit
Card Guidelines, Outsourcing Rules, and others.
Laws, Regulations and Rules issued by other
competent Government authorities such as the
Companies Law, Labor Laws, Capital Market
Law, and Foreign Investments Law and
Regulations.

Internal compliance policies and procedures
consistent with this “Compliance Manual” as set
forth in Chapter 3 of this Manual which contains
a “Framework of Compliance Manual.”
Principles issued by the Basel Committee for
Banking Supervision pertaining to Setting up
Compliance Units at banks, any other papers,
reports, resolutions or recommendations issued
by the Financial Action Task Force (FATF) of
which banks were informed in the past or to be
informed in the future.

It should be recognized that the Compliance
Department may not be directly responsible to ensure
the application of all compliance rules indicated
above; its role shall be confined to the application of
the rules related to non- compliance; and to inform
the bank's departments of rules which have no
connection with compliance risks and it should
ensure their inclusion in the policies and procedures
of those departments, and monitor and report any
breaches of such rules.

9-2

9-3
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10. Compliance Policy

It is the Compliance Policy adopted by the bank's
Board of Directors, setting out the key principles,
fundamentals and methodology pursued by the bank
to manage its Compliance Risks, including the
elements indicated above under Principle 1 of
Chapter 2 of this Manual.
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11. Compliance Manual

It is a manual prepared by the Compliance
Department with the objective of covering
compliance issues at a bank, as set forth in Chapter 3
of this Manual as a minimum.
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12 Director of Compliance Department

He is the manager appointed by the bank's board
in local banks and the Heads of the branches of GCC
and foreign banks in the Kingdom to discharge and
supervise the tasks and responsibilities of the
Compliance Department and compliance function. In
the context of this Manual, he will be referred to as
the Compliance Officer whenever necessary.
This Manual defines the Head Of Compliance as the
one shouldering the overall responsibility for co-
ordination, identification and management of the
bank's compliance risks and for the supervision of the
activities of other compliance staff. This Manual uses
the title "Head of Compliance” to describe this
position.
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13 Compliance .Staff

The manual will adopt the term “Compliance
Staff” to refer to anyone carrying out the tasks and
responsibilities of the Compliance function, whether
the person is an employee of the Compliance
Department or any employee of another department
delegated to tasks and responsibilities of the
Compliance Function by the Head of Compliance.
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14- Compliance Committee

It is an internal committee supporting the Audit
Committee. It performs functions and responsibilities
related to supporting supervision and ensuring the
efficient implementation of the compliance policy
and function at the bank in accordance with the
principles and controls indicated in the appendix of
this Manual.
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15. Conflict of Interest

Conflict of Interest is a situation under which the
role of the compliance personnel and supporting staff
in other departments is not clear or there are obstacles
regarding their ability to act in the best interest of the
compliance function due to the existence of potential
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conflicts between their compliance responsibilities
and other responsibilities.

NESES REAR PO PRSPPIy

16.Branches of GCC Banks

These are branches of GCC banks licensed to
carry out banking business in the Kingdom of Saudi
Arabia.

-
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17. Branches of Foreign Banks

These are branches of non-GCC banks licensed to
carry out banking business in the Kingdom of Saudi
Arabia.
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CHAPTER 2 — COMPLIANCE PRINCIPLES

YD 75 alsa = (S il

Part (A) Responsibilities of the Board of
Directors regarding compliance

A ol 0 (ulae clilgipena (1) s

Principle ( 1 ) : The Board of Directors’

Responsibilities

S Cudaa clilgpuna 1)) Tasall

1.1  Supervision and Compliance Risks

Management

In pursuance of its responsibilities, the bank’s board

of directors is responsible for overseeing the

management of the bank’s compliance risks. To this

end, the board should do the following:

(1) Approve the bank’s compliance policy.

(2) Approve a formal document establishing a
permanent and effective compliance function.

(3) Assess the compliance program at least once a
year to determine the effectiveness of the bank's
implementation of compliance.

1.2 Effective Compliance Policy

A compliance policy pursued by a bank will not be
effective unless it promotes the compliance culture,
define staff's responsibilities and penalties in case of
negligence, and levels that should be reached; and

unless the board of directors undertakes the

following:

1- Supports values of honesty and integrity
throughout the bank.

2- Establishes overall and  comprehensive
commitment to compliance with all relevant
laws, rules and standards which should be
included in the core of the bank policy.

3- Ensures that an appropriate policy is in place to
manage compliance risks.

4- Oversees the implementation of the policy, and
ensuring that compliance issues are resolved
effectively and rapidly by the senior
management with the assistance of the
Compliance Department.

5- Provision of adequate resources to the entity
entrusted with compliance function.

6- Granting the entity entrusted with compliance
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function enough independence.

Defining accurately the responsibilities of the
entity entrusted with compliance function.
Periodically reviewing and independently
monitoring the activities of the entity entrusted
with compliance function by the Internal Audit
Department.

Ongoing supervision of the efforts made for the
implementation of the Provisions of the
Compliance Manual and the level of
performance that has been achieved through
periodic reports, and assessment of the activities
of the compliance department, and identifying
weaknesses, efforts made in training, and the
attendance rate of staff of the meetings of the
compliance committee and the extent of
performance of its responsibilities.

1.3 Delegating Responsibilities and tasks

The board may delegate these tasks to an appropriate
committee of its members or to an existing
committee in which one of its directors participates
(e.g. the audit committee).
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Part B: Responsibilities of Senior Management
regarding Compliance
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The senior management of the bank under this
Manual means the CEO, MD, the General manager,
heads of some groups of organizational bodies in
some banks, and the head of a bank's branch with
respect to GCC and foreign banks' branches licensed
to carry out banking business in the Kingdom of
Saudi Arabia.
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Principle 2 Senior Management’s Responsibilities
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2-1 Effective Management of Compliance Risks

The bank’s senior management is responsible for the
effective management of the bank’s compliance risks.
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Principle 3: Senior Management - Leading by

Example
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3.1 Example by Support and Implementation of
Compliance Policy:

The bank’s senior management is responsible for
supporting all compliance policies by leading by
example, communicating compliance policies,
ensuring compliance therewith, and reporting to the
board of directors on the position of management of
the bank’s compliance risks.

3.2 Responsibility for Reporting

Policy:

The bank's senior management is responsible for

reporting a bank's written compliance policy

approved by the Board to manage compliance issues,

and it should include the following:

(1) The compliance principles to be complied with
by management and staff,

(2) Ample explanation of procedures and processes

by which compliance risks are to be identified

and managed at all levels of the bank.

High level of transparency and clarity, making it

possible to differentiate between general

standards and procedures to be followed and

applied by all personnel and special rules and

procedures the application of which is confined

only to a certain group of employees.

Compliance

(3)

3.3 Accountability and Penalties:

Senior management should ensure that all bank
personnel are accountable for their actions, and that
appropriate remedial or disciplinary action will be
taken if compliance policy is not applied.

3.4 Control and Reporting

Senior management should, with the assistance of the

compliance department undertake the following:

(1) Identify and assess the main compliance risks
facing the bank and develop corrective plans in
case of any shortcomings in applying
compliance, at least once a year. Such plans
should address any shortcomings in the
existing efficiency of compliance, and whether
there is a need for any additional policies or
procedures to encounter emerging compliance
risks identified as a result of the annual
assessment of compliance risks;
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(2)  Submit a report to the board of directors or the
committee of the board entrusted with the
supervision of compliance at the bank and
related compliance risks at least once a year, so
as to assist board members to make decisions
based on correct information whether the bank
IS managing its compliance risk effectively;

Report promptly to the board of directors or
the compliance committee of the board on any
material compliance failures or shortcomings
(any serious failures that may result in a
significant risk of legal actions, regulatory
sanctions, material financial loss, or loss to

reputation).

(3)
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Principle 4: Senior Management’s Support of the
Compliance Function (Department)
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4.1 Establishing and Supporting the Compliance
Department:

As a prerequisite for compliance, the bank’s senior
management shall, under a Document (the
Resolution) approved by the Board, establish and
support a permanent and effective compliance
department (function) within the bank enjoying
appropriate powers and responsibilities to apply and
monitor Compliance functions. Branches of GCC and
foreign banks licensed to carry out banking business
in Saudi Arabia may establish a separate compliance
unit or have an independent Compliance Officer.

4-2 Reliance on Compliance Department:

Senior management should set all necessary
measures to ensure that all levels and administrative
functions in the bank can rely on a permanent basis
on the compliance department, and that it performs
effectively the functions entrusted to it in conformity
with the “Principles of the Compliance Department”
set out below.

4.3 Coordination and Consistency with other
Departments:

The implementation of compliance as set out in this
Manual requires the senior management to create a
climate of confidence and consistency in the
relationship between the Compliance Department and
other departments and the role it plays, and to
develop the necessary procedures and coordinate to
facilitate this objective.
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4.4 Efficient Selection of Compliance Officer and
Staff:

It is the responsibility of the senior management to
select efficient compliance officer and staff and
provide appropriate training for them.
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Part C. Principles of the Compliance Department
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The key principles 5 to 8 of this Chapter
describe in more details, and set out sound practices,
requirements and applications to these principles. The
principles are applicable to all banks in Saudi Arabia.
The methods by which the principles are to be
implemented will depend on a number of factors such
as the bank’s size, the nature, complexity,
geographical scope of its business, and the statutory
framework and guidance under which it operates.
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Principle 5: Independence
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The department established by banks to be entrusted
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with compliance functions must enjoy full
independence. Alalsl) LD,
5.1 Independence Concept LIV pogda V-

The concept of compliance function independence
used here means “the independence of the
compliance department from external interference by
other departments in the discharge of its compliance
functions.” The concept does not mean that the
compliance department cannot work closely with
other departments and staff in the various business
units for the service of compliance. Indeed, it is
important to develop a co-operative working
relationship between the compliance function and
other business units to identify and manage
compliance risks at an early stage.
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5.2 Elements of the Independence Concept
The concept of independence includes
interrelated elements as follows:
 First: The compliance department should have a
formal status within the bank.
» Second: The department should be headed by a
Compliance Director to be responsible for
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compliance. He shall undertake all responsibilities
for coordination with the management of the bank
concerning compliance risk.

* Third: Compliance Department’s officers and staff,
especially the compliance officer, should not be
entrusted with functions that may expose them to a
conflict of interest in their compliance
responsibilities and the compliance work.

« Fourth: In the context of discharging his duties,
the compliance officer should have direct access to
all the information, records, files, and personnel.
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5.3 Organizational Status
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5.3.1 Formal Organizational Status

The compliance department should have a formal
status within the bank to grant it the appropriate
standing, and independence. This should be set out in
the bank’s compliance policy or any other official
document which should be communicated to all staff
throughout the bank.

5.3.2 Organizational Structure of Compliance

Department
It should be noted that there will be a difference in
how banks deal in organizing the functions of
compliance department, depending on several
considerations, including: the size of the bank and its
organizational structure, quality of products and
banking services, geographic activity and the number
of branches, the bank's activities at the international
level, and target segments of customers. Banks which
own extensive networks of branches deal with large
numbers of customers and provide diverse and global
banking services are, therefore, exposed to greater
risks compared to other banks of smaller activities
and number of branches. Whatever the difference, the
compliance department organization and functions
must be consistent with the strategy and structure of
the bank’s risk management. It can be organized in
several forms, as follows:

(1) A Department within senior management in the
organizational structure of the bank, which fits
big banks.

(2) A Compliance department at the level of a group
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and at the local level. This fits banks that are
engaged in some activities at the international
level.
(3) A single central compliance department, which
fits banks conducting limited activities and
having limited number of branches
Independent or separate administrative units
formed from specialists in certain operational
aspects, such as data protection and combating
money-laundering and terrorism financing. This
applies to GCC and foreign banks' branches
licensed to carry out banking in Saudi Arabia.

(4)
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5.3.3 Items of the Reqgulatory Document of
Compliance Department

The items of the regulatory document of Compliance
Department should, as a minimum, include the
following:

1. Itsrole and responsibilities.

2. Standards and measures to ensure independence.
3. lIts relationship with other risk control departments
within the bank and the internal audit department.
Exceptional and limited cases under which
compliance responsibilities may be carried out
only by an officer or employee of the bank's
supporting departments, along with his basic
responsibilities in the department where he works,
such as human resources, administrative affairs
departments, branches and similar departments,
provided that this should be in accordance with
specific procedures indicating the powers of such
departments and the officers specified therein and
the compliance department.

Its right to have access to information necessary to
carry out its responsibilities, and the duty of bank
staff to co-operate in supplying this information.

. Its right to conduct investigations of potential
breaches of the compliance policy and to appoint
external experts to perform this task if necessary.
Its right to disclose its findings to the chairman of
the board, senior management, the audit
committee and, if necessary, the board’s directors.
Its official commitment to submit reports to the

4.
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board of directors, the audit committee and senior
management.

9. Its right of direct access to the general manger,
Chief Executive, the board of directors, and the
audit committee.
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5.4 Director of Compliance Department
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5.4.1 Position Level and Appointment

Taking into account the difference in the forms of
organization and tasks of the compliance department
in Clause 5.3.2, each bank is required to appoint
senior manager to undertake compliance tasks, who
will have an overall responsibility for coordination
and identification of the bank’s compliance risks and
for supervising the activities of other compliance
staff. The Compliance Director should be appointed
by the Board of the local bank or the Chief official of
the branch in case of the branches of GCC and
foreign banks in Kingdom. The Compliance Director
must have adequate powers and support in order to
fulfill his responsibilities and achieve the objectives
contemplated by the Program of the Compliance
Document of the bank.
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5.4.2 Competence and Experience

The head of compliance should be highly
competent and have vast experience in banking
business as well as the ability to understand
compliance monitoring in all banking regulations,
bank operations guidelines and other relevant laws
and rules.
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5.4.3 Qualifications

Whoever is entrusted with the responsibility of a

compliance department should have, as a

minimum, the following qualifications:

1. Hold a university degree or a relevant
professional certificate.

2. Extensive banking experience.

3. Expert knowledge of all related banking
regulations, rules, guidelines and laws.

4. Experience and capability in developing and
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applying relevant policies and procedures,
including the capacity to train bank
employees in the area of compliance.
5. Good command of Arabic and English.
6. Experience in administrative supervision,
control, and audit.
7. Good knowledge of AML/CTF mechanisms.
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5.4.4 Personal Capabilities

The Compliance Director should have the
following leadership and technical capabilities:

1. Ability to deal with all departments of the
bank, solve problems and take proper actions
when issues arise from a conflict between
practical plans and statutory restrictions, or a
conflict with the by-laws of the bank.
Capacity to plan and organize in order to
establish  communication channels and
provide advice necessary for the purposes of
developing compliance plans.

Exceptional communication capabilities to
build and maintain good relations with the
bank’s departments and control and
supervisory bodies.
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5.4.5 Personal Characteristics
(2) Integrity and honesty.
(2) Attentive mentality.
(3) Neutrality and autonomous opinion.
(4) Good conduct and courtesy.
(5) Persuasion and confrontation.
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5.4.6 Reporting Line

The nature of the reporting line or other job
relationships  between other compliance staff
exercising compliance responsibilities and the
Compliance Director will depend on how the bank
has chosen to organize its compliance department.
No matter which method the bank has chosen, the
reporting line of the director of the compliance
department should be as follows:
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(1) In banks of extensive scope and those that
engage in banking business at the international
level, the compliance officer should report to the
board of directors.

In banks that adopt the compliance function in
the form of a central unit or autonomous
administrative units of specialists in some
operational areas, the administrative reporting
shall be to the Chief Executive Officer or the
General Manager in local banks. Reporting shall
be to the Heads of the branches of GCC and
foreign banks in Saudi Arabia, depending on the
higher position. However the compliance officer
shall have the power to report to or inform the
board of directors or any of its members who do
not have responsibilities associated with
practicing banking business, or the compliance
officer at the parent country with respect to GCC
and foreign banks' branches, upon discovering
any weaknesses or grave violations. He should
not fear having negative reactions against him
from the management or the bank's staff.
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5.4.7 Direct or_indirect organizational reporting
line_of the compliance officer leading to the
chairman of the board or his deputy

The compliance officer may be a senior officer of the
senior management, which is the ideal situation, or he
may not be. In both cases he shall have no direct
responsibilities in performing banking business. In
case he is not a member of the senior management,
he shall have the power of directly reporting to a
member of the senior management who does not
have direct responsibilities in performing banking
business, or to the chairman of the board, or the audit
committee.
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5.4.8 Informing members of the Board of
Directors of appointment and change’1
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All members of the board in the bank shall be
informed when the compliance officer takes up or
changes his position (resignation, shift to another job,
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retirement, termination of service ...etc).The change
shall be documented, indicating the reason.
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5.4.9 SAMA’s non-objection of appointment
and change
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Banks shall obtain SAMA’s no-objection before
taking up of office by a compliance officer or before
replacing him (resignation, shift to another job,
retirement, termination of service...etc). The Change
shall be documented, mentioning the reason.
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5.5 Reporting line of compliance staff

The reporting lines of compliance staff should be
directly through a hierarchy to the direct Compliance
Officer, thereby enabling the compliance department
to fulfill its responsibilities independently of the other
departments. Employees in business units or in bank
branches who are entrusted with compliance may
have a reporting line in business units. This is
acceptable, provided such staff shall also have a
direct reporting line to the Compliance Officer
regarding their compliance responsibilities and their
reports on compliance at those units in a manner that
it will fulfill his responsibilities. For the avoidance of
doubt, the reporting line to the Compliance Officer
regarding compliance risks shall be a binding
dominant line.
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5.6 Compliance reports and meetings

cile WiaYly Al 5 1-0

The Compliance Director in banks shall have the
responsibility to submit his reports on a quarterly
basis to the chairman of the board or the audit
committee in accordance with Para. 7.7 of Principle
7. The Compliance Officers of GCC and foreign
banks' branches in the Kingdom shall have the same
responsibility directly or through their respective
Compliance Officers in their home countries. The
Compliance Director shall also have the power to
hold periodic meetings with senior management staff
of the bank, and with heads of the various
departments, to discuss the application of compliance
in the bank according to regulations and instructions
related to the operations and activities of each
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department and sector. Such meetings should be
formally documented. It is preferred that department
heads should not delegate attendance to these
meetings to their deputies or other staff: their active
participation in such meetings with the Compliance
Director is a real demonstration of:

Example of leadership role.

Understanding of their own responsibility of
compliance.
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5.7 Delegation yasgddl) V=0

The Compliance Director may delegate some of his
powers to specified employees of various bank
departments to perform compliance related functions,
such as the credit risk department, treasury
department, or overseas offices or branches. Any
such person so delegated shall be deemed as an
assistant to the Compliance Director and under his
authority.

He shall be independent when undertaking other bank
activities. The size of the bank and the volume of its
operations should be taken into account for this
purpose. Any delegation of powers done by the
Compliance Director shall not relieve him from his
responsibility, as he shall remain fully responsible for
his compliance tasks before the relevant authorities.
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5.8 Training

i) A-e

The Compliance Officer (Director), all employees
working with him and all compliance assistants in
other departments and sections, must receive
continuing education and training with well-
reputed training organizations, to enhance their
knowledge of all relevant compliance regulations,
and to upgrade their skills and capabilities in
compliance area.
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5.9 Conflict of interest

albaal) b 8-

R 7 _

AR




dakailll plj.'l'.l].ll d.lJ:

Compliance Manual' -

~
\

The independence of the Compliance Director and
all other staff with compliance responsibilities may
be undermined if they are put in positions where
there is a real or potential conflict between their
compliance responsibilities and other
responsibilities. Thus, the professionalism of the
work requires that compliance staff perform only
their own responsibilities. However, that might not
be practically possible in banks which apply
organizational form (3) or (4) of section 5.3.2, or in
exceptional cases referred to in section (4) item
5.3.3 of principle (5). In these cases, nevertheless,
designated staff should avoid conflicts of interest.
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5.10 Direct access to information and persons
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The compliance function shall be run effectively
according to its responsibilities prescribed under
the items of the regulatory Compliance Document,
at all times, at the different administrative levels
bearing compliance risks at the bank, To help risk
management. To this end the Director of
compliance should have the following key capacity
and powers:

1- Direct contact with any of the bank personnel to
obtain any files or information necessary for
carrying out entrusted duties.

Conduct investigations in potential breaches of
non-application of compliance policy, and to
request assistance from specialists within the
bank (e.g. legal advisor or internal auditor) or
engage outside specialists to perform an
appropriate task or part thereof.

Direct contact with whoever needed, the
Chairmen of the Board or its members, the
Managing Director, the CEO, GM, associated
committees such as the audit committee on any
irregularities or unusual practices noticed
during his investigations, without fear of
retaliation by management or other staff
members.

Meet with the Board of Directors at least once
annually, as this will help the board in assessing
the capacity of the bank in managing its

2-
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operational risks effectively.
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5.11 Duties and responsibilities of Compliance
Director
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The Compliance Director is responsible for the

following:

1- Obtaining all relevant compliance Laws,
regulations and instructions (and all amendments
thereof and rules issued thereafter) related to the
bank’s operations and activities.

2- Preparing comprehensive compliance policies
and procedures that include all Laws, regulations,
instructions and practices applied to the bank’s
activities subject to the approval of the board of
directors.

3- Conducting an annual review to verify all
guidelines in the policy manuals and procedures
applied in the bank to ensure their conformity
with all regulations and instructions and they are
complied with.

4- Updating policies and measures periodically to
ensure the bank’s compliance with the latest
regulations and instructions related to all
operations and activities of the bank.

5- Briefing and keeping the senior management of
the bank abreast of all applied compliance
regulations and policies that require compliance
with by the bank.

6- Informing all bank personnel via senior
management of all compliance policies and
instructions as well as updates thereto.

7- Maintaining information availability continuously
and adequately.

8- Preparing a comprehensive plan to examine and
ensure that all written policies and procedures
approved in the bank are consistent with, and
conform to, all applicable compliance rules.

9- Ensure that all approved policies and written
procedures in the bank are consistent with, and
conforming to all requirements of the compliance
program  prepared by the Compliance
Department. The Compliance Director shall
submit proposals on the changes necessary to be
made to such policies and procedures to achieve
compliance in accordance with the Compliance
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Manual.

10- Obtaining formal directive and instructions from
the senior management to all concerned business,
operational and support departments to put in
place suitable arrangements and guidance for
ensuring that each of them is carrying out the
instructions and directives of the Compliance
Director in this regard, with a view to ensure that
the bank achieves good compliance with rules,
instructions, policies and measures.

11- Continually creating an environment of a
compliance culture in the bank, and enhancing
bank officers and employee awareness and
positive thinking of the importance of compliance
in the bank as a whole and adhering thereto while
performing their duties.

12- Reviewing all forms and contracts used by all
departments and divisions of the bank, as well as
advertising and promotion forms to ensure their
conformity  with the compliance  rules
instructions, given that it is the responsibility of
the Legal Department to determine that the
bank’s obligations stemming from those forms
and contracts and that they will enable the bank to
fulfill its future commitments.

13- Reviewing and approving all existing and new
banking products to ensure adherence to statutory
requirements.

14- Collaboration with all bank departments, external
auditors and SAMA regarding rules and
instructions included in relevant reports, and
making sure of taking necessary corrective
measures.

15- Designing and setting a system for preparing
internal reports of compliance monitoring and
self-assessment of non-compliance risks.

16- Prepare and submit compliance reports as set out
under Section 7.7 of Principle (7).

17- Coordination between SAMA and the bank
regarding compliance and among all bank's
departments and internal and external legal
advisors to ensure good understanding and
appropriate application of instructions.

18- Circulating his name and position and compliance
sub-officers (at a department level) and AML
officer to all bank departments to facilitate the
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contact process for any bank employee seeking to
get explanation on statutory requirements,
instructions, reporting of irregularities or
suspicion of inconsistent operations.
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5.12 Compliance committee
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The board of the local bank and the Heads of the
branches of GCC and foreign banks in the Kingdom
shall form an internal committee under the name of
“the compliance committee”.

It shall have a position among other committees in
the bank. The board and Senior Management of local
banks and the heads of the GCC and foreign banks in
the Kingdom shall support this committee in a
manner as commensurate with the importance of
compliance with rules and instructions, and the risks
that may arise in cases of failure.

The guidelines and requirements of work and
formation of this committee are included in the
appendix of this Manual.
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Principle (6): Resources

agall: (1) fasall

6.1 Resources and effectiveness of accomplishing
tasks

The importance of the bank’s Compliance
Department  requires that it should have all the
resources necessary to carry out its responsibilities
effectively.
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6.2 Resources adequacy and suitability
The professional skills of compliance staff with

respect to laws, rules and standards can be acquired

through ongoing learning and training. So, it is

essential that resources of compliance function are

adequate and suitable to ensure:

- Ideal control of risks that may emerge in the
bank.

- Compliance staff in particular should have the
necessary qualifications, experience and personal
qualities to enable them to carry out their
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compliance duties.

- Compliance staff should have a full
understanding of compliance laws, rules and
standards and their impact on the bank’s
operations.
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6.3 Responsibility for Providing resources and
their impact

The responsibility for providing necessary financial,
human and technical resources rests with the
chairman of board or his deputy and should ensure
that they are directed towards the compliance
function, especially in banks that are building a
compliance function for the first time in accordance
with this Manual. It should be taken into account that
the increase in compliance costs (development plans)
results in increased effectiveness of  risks
identification, risk measurement both in quantity and
quality, and risk tracking and monitoring them;
thereby, increasing profits and business coordination,
consistency and quality.
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Principle (7) :Compliance

Responsibilities

Department
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7.1 Assisting senior management in applying
compliance

The bank’s management is responsible for applying
compliance. The responsibility of the bank’s
Compliance Department is to assist the senior
management in achieving effective management of
the compliance risks faced by the bank. The
Compliance Director supervises the execution of the
compliance  function  tasks.  His  specific
responsibilities are summed up in applying the
compliance program in the bank according to this
Manual as a minimum. Even if some of these
responsibilities are carried out by individuals in
different  departments, the  allocation  of
responsibilities to each department should be clear.
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7.2 Organization
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Not all compliance responsibilities are necessarily
carried out by the “Compliance Department”. They
may be carried out by staff at different departments
and external branches. The Compliance Director will
operate a system of supervision on the work of all
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employees involved in compliance work, sanctioned
by the board, or the entity authorized by it.
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7.3 Consultations
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The compliance function should advise the senior
management on compliance laws, rules and
standards, including keeping them informed of the
latest developments in the country and region and
internationally. This advisory function will ordinarily
involve compliance personnel working closely with
bank’s departments and supporting them in the daily
operations of the bank. The compliance function
should provide compliance advisory services in the
bank and act as a communication link within the bank
for all queries of staff members related to
compliance.
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7.4 Guidance, Education and Training
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The creation of a compliance culture inside the bank
is an essential pillar for efficient and effective
compliance application. Educating and training all
bank staff on compliance rules relevant to their
individual responsibilities in the bank is also a
fundamental part of the responsibility of senior
management in inculcating the compliance culture.
The board of directors and the senior management
are responsible for ensuring availability of proper
resources of education and training both at home and
offshore. They should be available for all senior
management members, heads and relevant employees
to enable them to acquire suitable understanding of
compliance rules. The availability of such resources
is a key indicative of the bank’s active compliance
application through the compliance rules. The
compliance function should assist senior management
in the following:

e Organizing the education and awareness of staff
on compliance issues. The head of compliance
function should prepare an educating and
training program on compliance for all senior
management members, directors of departments
and employees on whom the board of directors
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and the senior management rely in applying
compliance rules.

e Preparing a written manual to bank staff on the
appropriate implementation of compliance laws,
rules and standards through policies and
procedures and other documents as compliance
guidelines and internal rules.

The training program should involve a plan
satisfying bank needs continuously, liable to
immediate change in case of the emergence of new
issues, observations, material changes, updates that
should be covered in rules and instructions, or a high
rate of employee rotation, and when the need arises
for re-training, according to training techniques
inside or outside the bank for all employees,
especially new comers, to acquaint them with
compliance requirements related to bank operations
which they will perform prior to assuming their
work duties, and particularly the employees dealing
directly with the public who must be reminded of
some requirements from time to time, such as but
not limited to, the guidelines on selling and
marketing services, AML/CFT, due diligence and
reporting suspicious transactions.
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7-5 ldentification, measurement, assessment and
follow-up of compliance risk
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7.5.1 Identification of risks

The Compliance Department should, on a pro-active
basis, identify, document and assess the compliance
risks associated with the bank’s activitieS
(systematic, reputation, strategy risks or others). This
includes the development of new products and
business practices, new types of business or customer
relationships to be entered into, or material changes
in the nature of such relationships. If the bank has a
new product committee, a representative of the
compliance function staff shall participate in that
committee.
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7.5.2 Measurement of risks

The Compliance Department should also consider
ways to measure compliance risk (e.g. performance
indicators) in terms of quantity and quality and use
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such measurements to enhance compliance risk
assessment. Technology can be used as a tool in
developing performance indicators by aggregating or
filtering data that may be indicative of potential
compliance problems (e.g. an increasing number of
customer complaints or a rise in fraudulent cases,
etc).
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7.5.3 Assessment of Risks

The Compliance Department should assess the
appropriateness of the bank’s compliance policy, and
policies and procedures manuals, promptly follow up
any identified shortcomings, and, where necessary,
make proposals for amendments, and urge
departments to make amendment proposals.
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7.5.4 Monitoring risks

The Compliance Department should continuously
monitor and test compliance by testing sufficient
samples and submitting reports on quality and
appropriateness.
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7.6 Annual Compliance Plan
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7.6.1 Identification and Measurement of Risks as a
basis for the Program

The Compliance Director should prepare an annual
compliance program for managing compliance based
on identification, measurement and monitoring of
risks, under his supervision to ensure appropriate
coverage of all businesses. The Compliance Officers
in local banks should submit the plan to the board of
directors or the authority officially authorized for its
approval. The compliance officers at the branches of
GCC and foreign banks in the Kingdom shall have
Plans approved by the Head of the branch or by the
Compliance Director in their Head Offices in their
home countries. The annual compliance program
must include a comprehensive compliance
monitoring program to determine the level of
response and compliance throughout the bank's
sectors.
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7.6.2 The Compliance Department’s activities
The annual compliance program shall set out the
compliance department’s planned activities, such as
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the implementation and review of specific policies
and procedures and ensuring their updating,
compliance risk assessment, compliance testing, and
educating and guiding staff on compliance and
understanding of policies and procedures.
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7.6.3 Monitoring of compliance level and
dimension

The compliance monitoring program shall monitor
and test understanding level of compliance by
performing sufficient and comprehensive compliance
testing. The results of the compliance testing should
be reported through the reporting system to the

Compliance Director.
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7.7 Reporting

sl v-v

In pursuance of Section 5.6, reports shall be
submitted on a regular basis to the chairman of the
board, senior management, audit committee and the
compliance committee in local banks and to the
Compliance Officer at the Head Office in the home
country with respect to branches of GCC and foreign
banks on the bank's compliance and all its business,
operational and support departments, with the
compliance rules and requirements. These reports
shall also ensure that operation policies and
procedures and their application are updated in line
with developments in regulations, instructions,
controls and guidelines. Such compliance reports
shall include the results obtained in the course of the
compliance monitoring program as follows:

7.7.1 High risks cases and emerging developments
The Board of Directors or its committee entrusted

with the supervision of compliance shall be informed
promptly of any failures or shortcomings/negligence
in compliance in cases involving material risks,
judicial procedures, supervisory penalties, financial
or non-financial loss or harm to reputation.

7.7.2 Periodic reports

Periodic reports shall be submitted on compliance
and related exceptions every three months at the
least.
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7.7.3 Annual Report
An comprehensive annual report shall be prepared
and submitted, not latter than the end of March of
every year, to the Chairman of the Board and the
Audit Committee, including the following:

- Assessment of the level of compliance during the

period of the report.

- Any changes in compliance risk based on related
measures such a performance indicators.

- A summary of any violations identified or
shortcomings/negligence.

- A summary of recommended corrective
measures to address violations or shortcoming/
negligence, and the time schedule for
implementation.

- Actual corrective measures taken.

- Training on compliance for the bank's staff.

The writing of the report should be consistent with
the compliance risks and activities of the bank. The
report should include statistics on the number and
type of violations, associated risks and their order and
classification by cases, financial and non-financial
impacts arising from violations, training programs
and their quality and adequacy of human and
financial resources.

7.7.4 Annual Report and SAMA

SAMA shall be provided with a copy approved by
the Board of the annual compliance report, which is
an annual self-assessment report, by the Chairman of
the Board of local banks and the Head of the branch
with respect to GCC and foreign banks.
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7.8 Requlatory responsibilities and coordination
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The compliance department should follow up on

papers standards issued by internal and external
supervisory bodies, standards and principles setters
and external experts with regard to their specific
regulatory responsibilities (e.g. overseeing or
fulfilling the role of anti-money laundering and anti-
terrorism financing officer).
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7.9 Anti
financing

money laundering and terrorism
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Money laundering and terrorism financing are very
grave crimes. Mostly, they are as cross border crimes.
They are directly related to and affected by
principles, standards and recommendations issued by
international organizations, committees and task
forces which the Kingdom is member of.

They are governed by domestic regulations and
legislation and specific supervisory guidelines.

The responsibility to ensure the bank’s compliance
with the implementation of anti-money laundering
and terrorism financing rules and principles of Know
Your Customer (Rules Governing Opening of Bank
Accounts & General Operational Rules), and to
oversee the anti money laundering unit at banks, falls
under the compliance function. Such responsibility
includes reporting suspicious cases of money
laundering and terrorism financing, in line with the
seventh principle of the Basle Committee on the
Compliance Department. The independence and
formation of the unit shall be in accordance with the
instructions issued by SAMA.

The Department has the financial, administrative and
technical support of the Board of Directors in a
manner that assists the Compliance Director to
achieve the goals of the unit in the area of technical
supervision. This requires the unit to exercise its
powers and to submit periodic reports on its
performance and activities to the senior management,
1.e. the bank’s board of directors, according to the
appropriate procedures specified in the bank’s
instructions.
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7.10 Data base of compliance department

The compliance department should establish a data
base for basic data through which work shall be
conducted and it should be continuously updated.
Such data base may include the following:

1. All laws, regulations, rules and instructions
issued by regulatory and supervisory
authorities.

2. All relevant commercial, financial and
investment laws and instructions in force.

3. Rules and code of conduct and sound
professional practices.

4. Labor law in force.

5. The bank’s Articles of Association and by-

laws.
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6. Compliance-related decisions of the bank’s
general assembly and board of directors.
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7.11 Documentation

The compliance department shall document policies,
procedures, plans, events and working papers to
fulfill its tasks and responsibilities.
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7.12 Warning signals (Alarming siren)

The compliance department should ensure, in its
annual compliance program, the principle of siren
alarms siren to alert of breaches of regulations,
internal and external violations and cases which
expose the bank to compliance risks in certain
situations, including rapid growth of the bank,
opening of new branches, high rate of staff rotation,
change of programs and introduction of new
electronic systems to the work cycle. Such principle
should include protection and incentives for persons
reporting such breaches and violations.
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Principle 8.Works and Functions not falling under
the responsibility of the Compliance Department.
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8 (A) Internal Audit Department works
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The area and scope of the activities of the compliance
department should be subject to periodic review by
the internal audit department.
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8.A.1 Independence of both departments

The compliance and the internal audit departments
are two separate departments within the bank. One
of the most important responsibilities of the
compliance department is to follow up the
compliance of the bank with compliance rules. The
responsibilities of the internal audit department are
more comprehensive. Although there may be some
overlap of the responsibilities of the two departments
in certain areas, each department is independent from
the other, and any overlap does not affect the
operation of the tasks of any them.
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8.A.2 Review of compliance department activities
To assess efficiency and effectiveness of the bank’s
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compliance department, compliance risks should be
included in the risk assessment methodology
approved by the internal audit department. It should
establish a periodic review program of the activities
and functions of the compliance department and test
controls commensurate with the level of potential
risks.
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8.A.3 Integration in risk assessment

This principle implies that the compliance
department and the audit department should be
separate, to ensure that the activities of the
compliance department are subject to independent
review. It is important, therefore, that there is a clear
understanding within the bank as to how risk
assessment and testing activities are divided between
the two departments, and that this is documented in
the bank’s compliance policy. The internal audit
department should, of course, keep the Compliance
Director informed of the review findings related to
compliance.
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8.A.4 Control from a particular perspective

For more clarification with regard to the role of the
compliance department and the internal audit
department as two separate units, both departments
are concerned with the control of bank’s activities.
However, each department has its own perspective
with regard to control. The compliance department is
responsible to identify and clarify laws, instructions,
policies and procedures required to be applied in the
bank, ensure that they are incorporated in the
approved work policies, procedures and programs,
and continuously ensure that these policies and
procedures are complied with, implemented and
continuously updated. The role of the internal audit
department is to conduct a field and documentary
audit in all units and departments in the bank based
on sample checking or comprehensive coverage and
to continuously follow up the bank’s internal audit
systems and the compliance with policies and
procedures which the compliance department had
previously activated and assisted in preparing within
policies and procedures in accordance with
regulations, instructions and rules.
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8 (B) Reporting on financial performance

(}JL&“ eI e k) ( - ) A

Preparing reports on the bank’s financial
performance or trading activities is not the
responsibility of the compliance department as it
usually falls in the jurisdiction of other departments
of the bank.

bl o elill Il o)) e el slac) ddgiue ai Y
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8 (C) Credit & Operational Risk Management

Aglasal) llially §oudl jhldag olaii¥) shlda (g ) A

The Compliance Department is not responsible for
assisting the senior management of the bank in the
management of any risks that the bank might face
which are not related to compliance risks, such as
credit, market and operational risks.

3l 8 el 3 Llall 3)l8Y) saclie alea oY1 35l0) e 283 Y
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8 (D) Financial Crimes

Ldlal) adfal) (3) A

Financial crimes, other than money laundering and
terrorism  financing, are not part of the
responsibilities of the Compliance Department, and
banks shall specify the units in charge in their
organizational chart in line with their policies and
procedures and the size of their operations pursuant
to the requirements stated in the Anti-Fraud and
financial Embezzlement Manual.

e Ly Josais Jlse¥) Joue G AL Sy all aan Y
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8 (F) Works of the Legal Department

A gdlal 5y Jlasi (&) A

The Compliance Department shall not be responsible
for the review of contracts, legal consultations,
litigation, procedure, funds collection, and defining
obligations and the like.

D) LYy 3g8al Analye Alghne AEN) 50 o ok Y
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Part (G) Cross-Border Activities

Jedal) e c;al.hb.'ﬁ( 4) ¢ 5al)

Principle (9): Practicing Activities Outside the
Kingdom

Aslaal) 2 4 Andidy) Ughia :(4) Tasall

9-1 Compliance with Laws and Guidelines in a

Host Country
Banks that choose to engage in certain activities in
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certain countries shall abide by the laws, instructions
and regulations in force in those countries. Branches
or offices and the structure of the Compliance
Function and its responsibilities must be in line with
statutory requirements and local guidelines in those
countries.

055 O camgs ¢ Jsall el 8 Apladl iy ilaetll Ay,

g ABblgia il ghaag o) Adilay JSag sl Sl gl
Lol el 8 el ladedlly Aalladl) el

9-2 Higher Standards as a Basis when Statutory
Requirements are Different

Doing business outside Saudi Arabia with affiliate
companies or branches is subject to the prior no-
objection of SAMA. In this case, it should be known
that statutory requirements and guidelines may vary
from one country to another depending on the type of
business being done by the bank or depending on the
form of presence in that jurisdiction. Banks,
therefore, should ensure that their branches or
affiliates abroad are committed to measures of
combating money laundering and terrorism financing
in line with the requirements imposed in the
Kingdom and the recommendations of the Financial
Action Task Force subject to the extent and higher
standard permitted by the local laws, regulations, and
guidelines in the host State.
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9-3 Compliance Officers in Host Countries

Banks that choose to carry out business in certain
countries shall adhere to all local laws, regulations
and instructions applied in those countries. For
example, banks which operate in the form of a
subsidiary company shall meet the requirements of
laws and instructions of companies in their host
countries. Banks that engage in activity in the form of
a foreign branch shall comply with the requirements
set out in the case of branches of foreign banks. Saudi
banks should ensure that the compliance
responsibilities applied at the host countries are
carried out by individuals with knowledge and local
expertise in those countries, along with the
supervision of the Compliance Department's Director
in cooperation with other Risk Management and
Control Units of the bank in the Kingdom.
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9-4 Risk Assessment of the Activity Abroad
Each bank shall have updated procedures in place to
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identify and assess potential or increasing risks to the
reputation of the bank in regard to products and
activities provided in the host countries by its
branches or affiliates.

Dhlad) sy apaanl Afaaa g Adidae Gilelya) el JS 5% o
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Part (H) Outsourcing

AN (2 ) gial)

Principle (10): Outsourcing Compliance Jobs to
Others

J,\i.“ ‘p\jﬂ‘ﬂ L.i.‘\m_g .:L'\u‘:(\ ~) i-\.\-d‘

10-1 Agreement of Limited Outsourcing and
responsibility

The activity of compliance department is a major
activity for risk management in the bank. There are
limited activities that could be outsourced to
specialized entities. However, they must remain
under the supervision and responsibility of the
Compliance Director in the bank. He remains
responsible for ensuring the application of
compliance. The responsibility of the Compliance
Director shall not be outsourced to others as it may
not be outsourced.

Al gicallg dgaaal) aliuy) ABLET) Y-
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10-2 Suitability of Agreements with Tasks

Banks shall ensure that agreements and arrangements
whereby some compliance activities are outsourced
to others are not inconsistent with the tasks and do
not impede effective supervision by regulatory
authorities. Regardless of those tasks that the bank
might outsource, the responsibility to follow up
compliance rests primarily with the bank's board of
directors and senior management.

algal) aa LB dagda Y1
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10-3 Approval of SAMA

Outsourcing of any compliance activities shall be
subject to Outsourcing Rules issued by SAMA,
including obtaining its non-objection prior to the
contracting process of outsourcing.
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10-4 Principles of Outsourcing

In this regard, the joint committees (Basel Committee
on Banking Supervision, the International Securities
Commission and the International Association of
Insurance Supervisors) have prepared high-level
principles for outsourcing of some compliance
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CHAPTER 3 - PROPOSED FRAMEWORK AN P Ual — i ol
FOR COMPLIANCE MANUAL AND <

PROGRAM At the Bank Sty
Requirements Slallatial)

The following is a framework for a guidance
compliance manual at banks. It is intended to cover
significant compliance matters and issues facing
banks in the Kingdom of Saudi Arabia. Banks are
expected to prepare internal compliance manuals and
update them according to this framework as a
minimum. Banks are expected to expand on, add or
adopt all the areas of the subject according to the
“compliance principles” (as defined in Chapter 1) and
to make them relevant to achieving good compliance
within their bank's sectors. Banks are required to
make the compliance requirements in their
compliance manuals clearer and more extensive.
Subjects and paragraph headings should cover the
areas that SAMA expects banks to cover in their own
compliance manuals.

Good compliance starts with good understanding of
the compliance environment and the compliance
principles  affecting the employees’ work.
Compliance education and training is, therefore, an
essential foundation of good compliance. There
should be basic training on compliance, conducted
annually, according to the compliance manual
prepared by each bank.

It should be recognized that senior staff will need a
more extensive understanding of the rules and
instructions.  Many of SAMA's regulations and
circulars that have been issued are detailed in nature.
Wherever possible, those instructions and circulars
should be incorporated and integrated in the
references of functions, policies and procedures at the
bank. This will ensure that detailed instructions and
circulars specifically relevant to the functions of
banking staff, particularly at the lower level of senior
posts, are nevertheless integrated into the compliance
culture at the bank. This is one of the reasons why
there are requirements in Chapter 2 above for the
compliance department to review internal policies
and procedures and ensure their updates to ensure the
compliance of such policies and procedures with the
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compliance principles. SN £l aa
1. Compliance Principles BEN) sgalie —

A description should be given of the Compliance
Principles and their fundamental significance to
responsibility, compliance department's duties,
defining the compliance principles and the ethical
bases for good compliance with the compliance rules.

53 alges A shnall Al Zanlu) Lginanly AN fabial Cias
e ) AU LAY el Al el Cagyis calialV)
-plAN) ae g8

2. Maintaining licenses

ped il o ddlaal) — ¥

A summary should be included of the main
responsibilities of a bank to maintain its license to
exercise banking activities, business and product
approval  requirements, main circulars and
instructions issued by SAMA and the obligations
associated with record keeping. Some of which are as
follows:

2.1 Fundamentals of maintaining the banking license.

2.2 Scope of Business —business and approval of
product requirements to be obtained from SAMA

2.3 SAMA's Circulars (instructions).

2.4 Record Keeping.
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3. Officers & Employees

) ¥

A description should be given of the need for clarity
and segregation of the functional roles and
responsibilities of every officer and employee at the
bank.  Officers and employees, including senior
management, must possess adequate qualifications
and experience that enable them to carry out their
duties and fulfill their responsibilities. Education and
training must be provided to all relevant officers and
employees to ensure that all statutory developments,
instructions and developments are applied in the
bank's business.

3.1 Employee Functions.

3.2 Employee Skills Requirements.

3.3 Education and Training.
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4. Banking Control Law

SAolul) 48)1a Ui —¢

It determines requirements, fines and penalties for
non-compliance

AN aaad e bially clsiadly clilliial saag

5. Banking Guidelines, Requlations and

Circulars

B pgalailly guilglly il —o

SAMA'’s regulations, guidelines and circulars should
be compiled, and it is important to incorporate
relevant regulations, guidelines and circulars with
the bank’s policies and measures. When
incorporated, it is important with respect to the
different rules to ensure that the training strategy,
for acquainting bank staff of the various job
levels with compliance rules, is set in accordance
with job requirements. It shall be based on
training senior staff on comprehensive and
greater understanding of rules and guidelines,
and training technical and specialist staff on their
individual tasks, relevant internal policies and
measures.

ond) a8 Asuse (e spaliall analailly Cilaglailly <3100 juaa
& Ak @l ﬁmum} Cilaglailly 2305l ad dadl pa 2 (g2 52l
ol Leaay die s L Slully Lalall cilelpayls calulal)
silasal %M\ il of Adbiaall Sl deally aSt dsaal
By ol ply ) 2ol Adjaal dpdida ) agilisive DA o elu)
Ll (iUl Jsie pas o (38 Cipay WLl Ll
(e Cappiy Ciladailly ae)@ll HSY) agdlls Aalil) Ajaall o
o5 L agalee (Ao AR (553 Cpaidally Al willasl)

gelgay Alall cld 4020 e | aYls lslaud)

6. KYC “Know Your Customer”

n 5“ c dpin -

For the purposes of the standards of KYC and their
association with anti-money laundering law and
regulations in Saudi Arabia, after developing and
approving a written policy for such standards, a
description thereof and for due diligence should be
set out, and the statutory suitability of customers
should be determined as well as the statutory power
of the persons working on behalf of customers
(natural or legal persons) and real beneficiaries.
Customers shall be classified according to their level
of awareness and risk understanding. Moreover, there
should be a description of necessary documents to be
obtained to back up customer classification and as a
guidance summary. As a minimum, it shall include
the following:

6.1 SAMA’s Bank Account Opening and General
Rules of their Operation
6.2 Documenting __the

following “KYC”
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requirements

Procedures and forms of bank transactions
pursuant to the principle of KYC.

Upgrading computer software to facilitate
following up bank transactions of customers.
Efficiency of executing the principle of KYC in
branches and subsidiaries as well as those abroad.
Violation reports and following-up customer
complaints.

New approved banking products and services.
Refuse opening accounts for anonymous persons
or fictitious names.

Establishing business relations.

Accidental transactions (passing by customers)
and their forms and limits.

Doubts about the accuracy of customer data and
new and previous information.

Ascertaining the IDs and documents of customers
and verification.

Lawful verifications of authorized individuals.
Actual beneficiaries, their IDs and legitimacy,
Structures of ownership and control.

Purposes of accounts.

Ongoing due diligence, their status and complete
and simplified levels.

Continuous auditing and control throughout the
dealing process and ensuring consistency with
presented information.

Ongoing updating of data, information and IDs.
Non-resident customers.

Private banking services.

Joint accounts.

Due diligence after establishing the relationship
(time, necessity, risk control, and relative
importance).

Failure in completing the measures of due
diligence in an acceptable manner (continuing or
ending the relationship).

Face-to-face meeting with customers.

Measures of determining wealth sources.
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— Correspondence accounts and the nature of the
correspondent’s business, its location, supervising
it and its procedures towards customers.

— Third parties, required elements, joint liability
and ultimate liability.

— Issues of taking custody of IDs, documents and
records of customers, transactions and
correspondences.

— Congruity and consistency of transactions with
records.

— Registering findings in writing.

— Making findings accessible to
authorities in accordance with
regulatory instructions.

— Approval of the bank’s senior management on
establishing or continuing the relationship for
accounts posing high risks.

competent
laws and
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7. Combating Money Laundering and Terrorism
Financing

N Jgais Jlga) Jud cillas dabdlsa -V

A summary shall be included for the written policy
approving measures related to anti-money laundering

and terrorism financing operations, including the
following :
7.1 Anti-Money Laundering Law and its

executive regulations.

7.2 Anti-Money Laundering and Terrorism
Financing Rules.
7.3 Anti-Money Laundering and Terrorism

Financing procedures.
7.4 Anti-Money Laundering Unit.
7.5 Suspicious Transactions.

These classifications include the documentation of

the following:

- All examined suspicious transactions.

- Suspicion reports submitted to Financial
Intelligence Unit.

- Kept documents related to suspicious cases.

- Suspicious attempts regardless of transactions.

- Procedures updated according to domestic and
international instructions in this regard.

- Training employees to deal with the means of
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combating money laundering and terrorism
financing, providing a statement about training
programs, and coordination with authorities.

- Periodical reports about the activity of
combating money laundering and terrorism
financing in the bank according to the authority
submitted to.

- International developments in the area of
combating money laundering and terrorism
financing.

- On-site visits to assess the employee's
awareness of supervisory controls and laws
and bylaws in the bank regarding combating
money laundering and terrorism financing.

- Consultations  for  developing computer
programs to facilitate the follow-up of
customers' banking transactions.

- Preventing the misuse of
developments in illegal acts.

- Recommendations and development in the area
of combating money laundering and terrorism
financing.

- Classifying customers according to the
measurement of risks and transaction patterns
(high and normal).

- Customers shall not be informed of any
suspicious transactions or reports.

- (Electronic and non-electronic) database.

- Data protection.

Statistics

technological
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8. Relevant laws and instructions

Description shall be given of all laws, executing
regulations, instructions, standards, guidance
manuals, and requirements that are not mentioned in
the Compliance Rules under section 9 of Chapter I,
those which have not been mentioned or will arise in
the future. The relationship of the Compliance
Department with each shall be defined in accordance
with compliance risks.
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Definition of confidential information and how it
should be safeguarded and handled. The statutory,
contractual and ethical importance of protecting
confidential information. It includes:

9.1 Handling Confidential Information
9.2 Information about Customers
9.3 Information about the Bank

9.4 Safeguarding Confidential Information
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10. Conflicts of Interest

A description of the need for managing and
controlling conflicts of interest, and continuously
safeguarding the interests of customers and the
relationship in managing conflicts of interest.
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11. Professional Conduct Policies

A description of the professional conduct policies for
the bank and its employees and anything the bank
deems appropriate to add, which will strengthen the
bank customers' confidence, as indicated in the
appendixes of the Guidance Manual for Organizing
Audit Committees in the banks.
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12. Complaints, Criticisms and Legal Actions

A description of the policies and procedures for the
management of customers' complaints, regulatory
authority communications and papers received on
statutory procedures.
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13. Insider Information

Defining insider information and criminal offences
related to trading based on insider information and
the abuse of insider information.
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14. Incorrect Information

A description of the prohibition of providing
incorrect information for the purposes of taking
advantage of others to make profits or to avoid losses
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14.1  Prohibition of incorrect information. . oo o

14.2  Defining incorrect information. Aspmall gt bl s YV E

14.20 Responsibility for incorrect Aasaall ye bl slas gl Y- ¢
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information.

15. Sales and Marketing Practices

A description of permissible and impermissible sales
practices. The relationship should be clear.
Inappropriate pressure and obligations of propriety
should be described. Individuals must understand
what they are selling. They must ensure that their
customers understand what they are buying. All
bank’s decisions and customer communications must
be documented.
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16. Personal Investment of Employees and
External Business Rules

A description of the policies and procedures
governing personal investments, monitoring and
controlling personal dealings, prohibited activities
and if the employee has a job other than that in the
bank. External businesses of such an employee shall
be approved by the compliance officer with the
approval of the senior management.
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17. Inducements

A description of the controls necessary on all cash
gifts. Cash is always prohibited. In case of allowing
in kind gifts to employees whose value is less than a
certain limit (determined by the bank management),
controls should be set to this end. Gifts exceeding
prescribed limit must be reported to the Compliance
Department for approval; approval should be given
only where there is no conflict of interest or
inducement to the employee. The Management must
control gifts and entertainment given to clients by
setting a specified policy for marketing and
promotional purposes.

17.1  General Policy for Gifts and Inducements.
17.2  General Principles.
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18. External Auditors

A description of the nature, scope and density of
external auditors' works and to what degree their
works and reports on performing compliance
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functions can be relied on. The mechanism for
dealing with any remarks provided by the external
auditor and time limit to handle them should be
described.

N Caangy Al alga elal 3 any)lis agllact o alae¥)
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19. Internal Audit at the Bank

A description of the nature, scope and density of the
work of internal auditors and to what degree their
work and reports on performing compliance
functions can be relied on, as well as compliance
department assessment.

Sl Add)al) daahal) =14
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20.Branches and Affiliates outside the Kingdom
A description should be given of the compliance
standards, policies and procedures followed by the
branches and affiliates outside the Kingdom in
accordance with the requirements of Principle 9.

ASlaal) 78 Aaglil) Syl £ il — ¥ o
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21. Essential components of Compliance Program
The compliance program of the bank should include
the following as a minimum:

21.1 General Compliance Policy

oA description of the general compliance policy
approved by the board of directors and applied to all
personnel of the bank. The policy shall define the
role and responsibilities of the board of directors, the
senior management and all employees with respect to
compliance and penalties in case of non-compliance.
The policy shall also encourage employees to report
any breach of compliance requirements.

21.2 Required resources to the

compliance program
oA description should be made of required

resources to provide adequate expertise and
knowledge for the implementation of the compliance
program.

manage

21.3 Compliance employees’ responsibilities

The responsibilities of the compliance employees and
other staff shall be defined in order to achieve the
compliance objectives and ensure accountability for
violation of compliance requirements.

21.4 Compliance control
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A compliance assessment plan, shortcomings colillae o soldy Aada¥y ol calllaie gaksi (ye 2SN
documentation and corrective plans shall be o
described to ensure application of laws and i .
regulations; and avoid violations. illy Jualsill 35k 0¥
21.5 Communication and training methods ol e O A uhﬂm SRR A
Methods shall be described for communicating | s cabise S duany ol e 2SUlly AT o il ddasg
compliance requirements to all staff of the bank. A | o9 dan e i€l 4D sl iyl e alee Jla
training plan on compliance shall be in place to .
ensure that each employee receive necessary training +Slaleilly dalasYly pill U3 A
courses according to his related job to enable him

perform his business in line with ethical standards,
laws and regulations.
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ANNEX (1)

() gald

Compliance Committee Manual

ALY Adatl Jas il

1. Introduction

Aaais —

To activate the compliance program at the bank in

accordance with the Compliance Manual and the best
international  practices, banking norms and
procedures in the Kingdom would help to achieve the
desired objectives (e.g. maintaining reputation,
credibility, and interests of owners and depositors,
protection against penalties and fostering best
practices of banks operating in the Kingdom through
complying with laws, instructions and regulations
that would be reflected on work quality).
With The positive role of specialized committees, the
culture of compliance according to the concept
mentioned in the requirements of the Compliance
Manual necessitates the formation of an Internal
compliance committee at banks as a necessary step
and to assist the Audit committee, which in turn will
assist the Board of directors to achieve its
responsibilities.

The Compliance Manual provides that there
would be a difference in the manner in which banks
would organize the functions of the Compliance
Department depending on various considerations
mentioned under the independence principle.
Whatever the difference is, its organization shall be
in line with the strategies and structure of the risk
department at the bank. Accordingly, the Compliance
Committee would adopt the form that would be
suitable for this organization. However, whatever
different forms there are, the independence principle
leading to the audit committee or the Board should be

the basis. It could be one the following forms:

1. A committee composed of the Director of the
Compliance Department, representatives from
the bank's operation and head of risk
management departments and one of the
senior management officials who does not
undertake any direct responsibility of banking
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businesses and / or a member of the risk
committee.

A committee composed of the Director of the
Compliance Department, department heads
and the division compliance officers,
representatives of the risk committee, and a
senior management member who does not

2.

D1 (A Slasgll elugys a1 8)1) e (e 4358 daad —Y
A5 813 o AN (Ll ) e Ay
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undertake any direct responsibility of banking b pas Jlel 3yl
businesses.
2. Composition CrsSall — ¥

The board of directors shall form an internal
committee to be called the "Compliance Committee".

Sl A" e AAl Al (0S5 Gl Byl ulae e

3. Membership

i guanl) — ¥

As a minimum, the compliance committee will

have members from three departments in the bank.
Given the different organization of the Compliance
Department, it is recommended that its membership
include: a member of the senior management, the
Compliance Officer and the Anti-Money Laundering
& Terrorist financing Officer.
In general, it is recommended that the committee
members have an appropriate knowledge of the
Compliance rules and are familiar with issued rules
and regulations, goal setting and technical reports.
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4. Appointment and duration

Saally cpudll —¢

The board of directors or senior management shall,
by virtue of an authorization by the chairman of the
board, appoint the compliance committee members
for a period of three years. In case the bank believes
that it should include one of the board members, then
the term of the board member elected should also be
linked to his membership term in the board of
directors.
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5. Committee Head
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The head of the committee shall be approved by the
board of directors or the body delegated by the
chairman of the board, before the holding of its first
meeting.

A Agall o @l 5))a) Gulaa U (e Aialll sy daas
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6. Meetings and Quorum

sl Glailly cileliay) -

The committee shall meet four times a year on a
quarterly basis. Its decisions shall be taken by
consensus. In case of reservation or objection by one
member, the decision shall be taken by majority and
this member shall indicate his/her comments and
reasons in writing.
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7. Attending the meetings of the committee

Lall) clelaia) | gas —V

In addition to the committee members, any of the
bank's staff members from the risk department,
internal audit, or legal department or any other

O cilage (ol Byed aiy o Jeag Aalll eliae] ) diLaYL
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departments might be invited to meetings if Aalall caen o) EhlaY) e laye o du gl
necessary.
8. Objective saidl —A

The objective of the formation of this committee is to
oversee the compliance risks in the bank, to ensure
that the bank's management understands compliance
risks to which the bank may be exposed and to have
in place appropriate policies and procedures to
manage such risks. The committee shall review
actions taken to ensure a robust and consistent
compliance system is in place, and promote a high
compliance culture, and assist the Audit committee to
mitigate its burden in compliance area.
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9. Responsibilities of the Committee

M\ Gl giasa —4

The board of directors are responsible to identify the
committee's responsibilities and powers within the
framework of the following three responsibility
criteria:

9.1 Performance and management capacity
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reporting
The Committee shall consider and receive reports

related to the status of compliance function, and laws
and regulations governing it. It shall supervise the
implementation of policies set forth by the board and
other units in the area of compliance and best
international practices.

9.2 Special responsibilities

1- The committee shall review issues presented to it
by the Compliance Department, legal Department,
internal audit or departments that may have an

impact on risks posed to the bank in the
compliance area.
2-The committee shall assess annually its

responsibilities and recommend to the board any
changes it deems necessary.

3-The committee shall receive information
regarding, as appropriate, issues relating to
business practices, business ethics, internal
dealing, sales and marketing practices, conflicts of
interest, anti-money laundering law and
regulations, KYC, confidentiality, customer
conduct, personal account trading, statutory

registration, training on compliance and others.

4- To establish procedures and mechanisms ensuring
that compliance issues which require common
approaches or information sharing among the
various departments in the bank and staff are in
fact coordinated.

5- The committee shall undertake the development
initiatives, review compliance policy, and obtain
board's approval thereon. This is to ensure that,
where amendments should arise in Ethical
Standards and Practices, Laws and Regulations
that affect business activities and products, the
impact of these on the businesses and the actions
needed by the business to train employees and
ensure compliance is reflected in the compliance
policy of the bank.

6- To discuss and co-ordinate compliance training
needs.

9.3. Requlatory authorities, compliance and risks
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The committee shall:

1- Review litigation and its impact and outcomes
arising there from against the bank from a
compliance perspective.

2- Oversee compliance with applicable relevant laws,
regulations and resulting requirements that may
impact the bank's compliance risk management.

3- Assess applicable statutory compliance risk
processes to anticipate and effectively manage
arising updates in laws and instructions and their
impact on the bank's performance with respect to
compliance.

4- Assist the board of directors in evaluation of the
adequacy of resources allocated to the Compliance
Department as well as the policies, procedures and
techniques employed in the compliance function.

5- Review the major reports of regulators on the
operations of the bank and their relevance to
compliance (in collaboration with the audit
committee).

6- Support the board of directors in examining and
overseeing compliance plans and results (in
collaboration with the audit committee).
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10. Relation with the Audit Committee

Aaapal Al pe ABNal) -1

1- The chairman of the Compliance Committee Will | {5} a0 dial a5 450 dimy D) A Gy asdy )
periodically update and provide the audit )
committee with information related to compliance LSl bl s e AU Glaslaally
status in the bank. . " 8 AR ,
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compliance status of the bank including any L
issues and corrective actions. Hemaail sl A
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performance of the Compliance committee and .
update the board accordingly. - By elaae
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The committee, upon nomination of committee
members, shall designate a secretary to the
committee. The role of the secretary is to:

11-1 Ensure that the committee’s meetings are
convened.

11-2Circulate invitations and collect confirmation of
attendance of scheduled meetings from the
committee members.

11-3 Collect input from the committee members on
the proposed agenda for the meeting

11-4 Work with the chairman of the committee to set
the agendas for all meetings.

11-5 Collect the documents to be circulated at the
meeting.

11-6 Distribute the meeting agenda with the relevant
documents.

11-7 Attend all meetings, take minutes of the meeting
and circulate them to the members..

11-8 The agenda for the meeting shall be prepared
and circulated, together with the accompanying
documents, at least 1 week before the meeting.

The committee shall obtain a report on compliance
matters prepared by the compliance function at least
one week prior to the meeting. Such a report shall
include all the relevant information on the current
compliance status of the bank. It should include
other information on the bank's performance
regarding: executed activities, business ethics,
internal practices, sales transactions, Anti-Money
Laundering and Combating Terrorism Financing
Law and regulations, KYC, (Account Opening Rules)
confidentiality, customer conduct, personal account
trading, statutory registration, and training on
compliance, and compliance with all laws and
instructions. All information shall be forwarded to
the committee’s members.

The minutes of the meeting shall be distributed

within 5 business days (as a maximum period) after

the meeting and endorsement of the minutes shall be
obtained through regular circulation.

Results of the committee meetings shall be delivered

to the Audit committee and the board of directors in a

form of a report if any decisions were made. The

report shall include outcomes of the meeting with a

list of decisions required if the committee believes

that they should issue those decisions, and they
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should attach any appendices to support their
recommendations, otherwise, only the summary of
minutes of the meeting shall be presented.
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ANNEX (2)
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Dates and Time Schedule for implementing the
requirements of the Compliance Manual
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Dates and Time Schedule for implementing the
requirements of the Compliance Manual
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1 Approving the Compliance policy by the Board
Wﬂﬁin three months from the date of the Circular
at the latest.
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2 Approving an official document for establishing
the Compliance Department within six months
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from the date of the Clircular at the latest. : el Z)l e el
3 Approving a Compliance program within SIX | x4, A lladl 5y (LA A3l 2l alaie
months from the date of the Circular at the latest. | &~ =~ > 8 Pt el el e ‘ r
4 | Approving a bank’s Compliance Manual within 2 i ladl 3y DA bl aladl 2ul) Jas slae)
six months from the date of the Circular at the | = 3 e galad ol - ‘
latest. el )l (4

5 Start reviewing all products to ensure their
compatibility ~with = the requirements  of
Compliance rules after a month from the Circular
date, provided that the review must be completed
within twelve months from the date of the
Circular
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6 Start reviewing all manuals of policies and
procedures to ensure their compatibility with the
requirements of Compliance rules after a month
from the Circular date, provided that the review
must be completed within nine months from the
date of the Circular.
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7 | Start rewewm_%_a_ll forms and contracts to ensure

their compatibility with the requirements of
Compliance rules after a month from the Circular
date, provided that the review must be completed
within twelve months from the date of the
Circular.
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8 Start preparing training courses in accordance
with the requirements of this Manual after a
month from the Circular date, provided that the
training of all bank personnel must be completed
within eight months. Priority is given to the
bank’s senior management and those in charge of
developing products and updating the manuals of
policies and procedures.
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9 Submitting the annual report on the level of the
bank’s compliance at the end of the first quarter
following the completion of twelve months from
the date of the Circular.
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10 | Forming the Compliance Committee and
approving its business program within six months
from the date of the Circular at the latest.
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